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(SIGNATURE GENERATION) 



p IS CHARACTERISTIC a, b ARE 
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(ENCRYPTION) 



p IS CHARACTERISTIC, a, b ARE 
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(DECRYPTION) 



p IS CHARACTERISTIC, a. b ARE 
COEFFICIENTS OF ELLIPSE CURVE, 
ELLIPSE CURVE IS y 2 =x 3 +ax+b, 
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DESCRIPTION OF SYMBOLS 

1, 401 . . . Electronic distribution service center, 2, 404 . . . Contents 
provider, 3, 407 ... Service provider, 4 ... Network, 5, 408 ... User 
home network, 10, 400 . . . Electronic music distribution system, 34 . . . 
Contents encryption section, 36 ...Contents key encryption section, 
37, 206 Handling policies generation section, 38, 45, 207 ... Signature 
generation section, 40, 202 ... Memory, 44 . . . Pricing section, 51,... 
Home server, 61, 260, 300, 350 ... Communication section, 62, 351 ... 
Upper controller, 65, 122, 262, 301, 352 ... Encryption processing 
section, 68 . . . Mass storage section, 91, 212, 261, 360 ... Control 
section, 92, 311 ... Storage module, 94 . . . Purchase processing module, 
96 . . . Encryption/decryption module, 111, 320 ... Decryption unit, 
115 ... Signature verification unit, 123, 303 ... External memory, 130, 
302 ... External memory control section, 203, 204 ... Data encryption 
section, 221 ... Sending and receiving section, 222 ...Signature 
verification section, 223 . . . Data decryption section, 226 . . . 
Comparator, 250 ... Recording and reproducing apparatus, 251, 334 ... 
Electronic distribution-specific record medium, 263 . . . Expansion 
section, 321 ... Encryption unit, 330 ... Information provision 
apparatus, 331 Hosting server, 332 . . . KIOSK terminal, 333 . . . Record 
medium, 353 . . . Digital watermark insertion section, 402, 405 . . . 
Personal computer for a server, 403, 406 . . . Personal computer for signal 
processing . 
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